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- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 
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1 )K Responsive to communication(s) filed on 29 January 1999 . 
2a)D This action is FINAL. 2b)KI This action is non-final. 

3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 1 1 , 453 O.G. 213. 
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4) £3 Claim(s) 1-71 is/are pending in the application. 

4a) Of the above claim(s) 1-28 is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) K Claim(s) 29-71 is/are rejected. 
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Application Papers 
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Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
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1 . Restriction to one of the following inventions is required under 35 U.S.C. 
121: 

I. Claims 1-28 are drawn to filtering input data , classified in class 707, 
subclass 3. 

II. Claims 29-71 are drawn to filtering the packets , classified in class 
370, subclass 392. 

The inventions are distinct, each from the other because of the following reasons: 

The above inventions are separate, distinct, and independent. Neither 
requires other for its implementation, they have separate statuses in the art as 
shown by their different classification. Each invention, if allowable, would be 
capable for supporting a separate patent. Therefore, restriction for examination 
purposes is proper. 

During a telephone conversation with Mr. Ed Taylor on 2/12/04 a 
provisional election was made without traverse to prosecute the invention of 
filtering the packets, claims 29-71. Affirmation of this election must be made by 
applicant in replying to this Office action. Claims 1-28 withdrawn from further 
consideration by the examiner, 37 CFR 1 .142(b), as being drawn to a non- 
elected invention. 

Applicant is reminded that upon the cancellation of claims to a non-elected 
invention, the inventorship must be amended in compliance with 37 CFR 1.48(b) 
if one or more of the currently named inventors is no longer an inventor of at 
least one claim remaining in the application. Any amendment of inventorship 
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must be accompanied by a request under 37 CFR 1 .48(b) and by the fee 
required under 37 CFR 1.1 7(i). 

2. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another 
filed in the United States before the invention thereof by the applicant for patent, or on an 
international application by another who has fulfilled the requirements of paragraphs (1), (2), 
and (4) of section 371 (c) of this title before the invention thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors 
Protection Act of 1999 (AIPA) and the Intellectual Property and High Technology 
Technical Amendments Act of 2002 do not apply when the reference is a U.S. 
patent resulting directly or indirectly from an international application filed before 
November 29, 2000. Therefore, the prior art date of the reference is determined 
under 35 U.S.C. 102(e) prior to the amendment by the AIPA (pre-AlPA 35 U.S.C. 
102(e)). 

3. Claims 29-32,35-39,41-49,55,56,59,63 are rejected under 35 
U.S.C. 102(e) as being anticipated by Adams et al (5,761,424). 

Regarding claims 29,37,46,55-56,59,63, Adams et al disclose a method 
and apparatus for automating the filteration and generation of information in a 
packetized communication system comprises a filtering database for storing at 
least one rule table, the at least one rule table comprising a protocol element 
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locator and a default rule (lines 5-10, col.2; lines 52-66, col. 5); and a packet 
filtering engine coupled to the filtering database for filtering the packets using the 
at least one rule table in the filtering database (col. 4, line 66 through line 1 1 , 
col. 5); wherein the system is coupled to receive a packet prototype for 
determining a location to be modified in the filtering database (col. 4, line 66 
through line 11, col. 5). 

Regarding claims 30,46, Adams et al disclose the limitation "the filtering 
database comprises layered of rule tables (lines 17-25, col. 6). 

Regarding claims 31,38, Adams et al disclose the limitation "the at least 
one rule table further comprises at least one filtering rule" (lines 17-25, col. 6). 

Regarding claims 32,39, Adams et al disclose the limitation "the at least 
one filtering rule comprises a statistics counter" (510,512 of fig. 5). 

Regarding claims 35,41 , Adams et al disclose a packet buffer for storing 
packet (108 of fig. 1); a protocol element locator buffer for storing the protocol 
element locator (102 of fig. 1); and a rule evaluator for receiving the packet from 
the packet buffer and applying the at least one rule table to the packet (106,108 
of fig. 1). 

Regarding claims 36,49 Adams et al disclose the limitation "the packet 
filtering engine is coupled to receive a packet prototype modifying the filtering 
database (lines 24-35, col. 4). 

Regarding claim 42, Adams et al disclose the limitation "the rule evaluator 
uses the protocol element locator to select a protocol element from the packet 
(lines 4-7, col. 5). 
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Regarding claim 43, see the previous rejection for claims 41 and 42. 

Regarding claim 44,48, Adams et al disclose the limitation "the at least 
one rule table comprises at least one filtering rule and at least one default rule to 
be applied to the protocol element indicated by the protocol element locator" 
(lines 5-10, col. 2). 

Regarding claim 47, see the rejection applied for claims 35,37,43. 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

5. Claims 50-54,57,58,64-71 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Adams et al in view of Lakshman et al. 

Regarding claims 50,51 ,54,65-71 , Adams et al disclose all the claimed 
limitation as described in previous paragraph. The step of comparing the 
selected protocol element to the filtering rule of Adam et al (see col. 5, line 59- 
line 16, col. 6) do not have upper bound and the lower bound range. Lakshman 
et al disclose a packet filter system comprising filtering rule having the upper 
bound and the lower bound range (col. 3, line 31 through line 47, col.4). 
Therefore, it would have been obvious to one skilled in the art to use filtering rule 
having upper bound and lower bound range as taught by Lakshman et al in the 
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system of Adams et al to perform the filtering function at high speeds for 
maintaining a great level of throughput. 

Regarding claims 52,53,57,58,64 Adams et al does not specifically 
disclose the sep of determining whether the selected protocol element is less 
than or equal to the upper bound and determining whether the selected protocol 
element is greater than or equal to the lower bound. Lakshman et al disclose the 
limitation "determining whether the selected protocol element is less than or 
equal to the upper bound and determining whether the selected protocol element 
is greater than or equal to the lower bound" (lines 31-56, col. 3 which imply that 
the IP address is in the range of less than or equal to the upper bound and 
greater than equal to the lower bound; lines 48-66, col.4). Therefore, it would 
have been obvious to one skilled in the art to use step of determining whether the 
selected protocol element is less than or equal to the upper bound and 
determining whether the selected protocol element is greater than or equal to the 
lower bound as taught by Lakshman et al in the system of Adams et al to perform 
the filtering function at high speeds for maintaining a great level of throughput. 

Regarding claims 70 and 71 , Adams et al does not specifically disclose 
adding or deleting a filtering rule. Lakshman et al disclose adding or deleting a 
filtering rule (lines 28-47, col.4). Therefore, it would have been obvious to one 
skilled in the art to add or delete the filtering rule in the data base as taught by 
Lakshman et al in the system of Adams in order to make the data base up to 
date. 
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6. Claims 60,61 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Spinney (5,414,704). 

Regarding claim 60, Spinney discloses address lookup in packet 
communication network comprising a packet data interface for receiving a packet 
(10 of fig. 1A); and a parallel filtering database coupled to the packet data 
interface, the parallel filtering database comprising a parallel filtering database 
entry (lines 43-47, col. 1 6). 

Regarding claim 61 , Spinney discloses CAM, filtering rule storage and an 
associated data (23,21 ,10 of fig.1A). 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 1 02 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 



8. Claim 62 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Spinney in view of Lakshman et al. 

Regarding claim 62, Spinney does not specifically disclose the limitation 
"a packet prototype for modifying the parallel filtering database". Lakshman et al 
disclose the limitation "a packet prototype for modifying the parallel filtering 
database" 
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9. Claims 33,34,40 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Adams et al in view of Noll et al (US2002/001 0793). 

Regarding claims 33,34,40, Adams et al disclose all the claimed limitation 
except an offset, a mask, a table timer and statistics counters. Noll et al disclose 
a filtering system in a packet network comprises and statistics counters (para. 
0043; page 24). Therefore, it would have been obvious to one skilled in the art to 
use an offset, a mask, a table timer and statistics counters in the filtering system 
as taught by Noll et al in the system of Adams et al in order to increase the 
processing speed. 

1 0. Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to AJIT G. PATEL whose telephone number is 
703-308-5347. The examiner can normally be reached on MONDAY- 
THURSDAY. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Wellington Chin can be reached on 703-305-4366. The 
fax phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 
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Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-21 7-91 97 (toll- 
free). 
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